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1 Microsoft Dynamics 365 tenant level configuration
The guide applies to Voice for Dynamics 365 version 1.0 onwards.

Voice for D365 is suitable for three different scenarios from the viewpoint of how Dynamics
is configured, depending on what capabilities of Dynamics 365 the customer wants to use.

These are:

- Usedin a classic model driven app (CIF1)
- Usedin a multisession app (CIF2)
- Used in a multisession app with Omnichannel (CIF2)

The way how Dynamics must be configured and what components need to be installed
or provisioned are different.

The following table visualizes the steps that need to be carried out.

CIF2 +

CIF1 CIF2 Omnichannel

Configure Azure App Registration X X

Provision Omnichannel

Install Channel Integration Framework from AppSource

Install Voice for D345 package

Configure Application User in D365

Configure Channel Provider in App Profile Manager

Assign users to Application Profile

Update Enreach Cloud User ID

X| X| X| X| X| X| X
X| X| X| X| X| X

Click-to-Dial configuration
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1.1 Installation Prerequisites

e A functioning Microsoft Dynamics 365 tenant with the needed Dynamics 365 target
instances (environments) for installation.

e Microsoft Dynamics 365 Unified Interface (Online version).

e Required suitable Microsoft Dynamics 365 licenses for single-session Customer
service Apps (CIF 1.0) or multi-session e.g. Omnichannel for Customer Service and
Customer Service Workspace App use (CIF 2.0).
https://dynamics.microsoft.com/en-us/pricing/customer-service/#plans

¢ Install Channel Integration Framework in your target environment, or

e Provision Omnichannel

Note: Please send your Microsoft Dynamics 365 environment URL-information to
your Enreach contact before installation.

1.1.1 Setting up Channel Integration Framework

This setup is used for customers who are using

o asingle-session Dynamics 365 model-driven apps, such as:
Dynamics 365 Customer Service
Dynamics 365 Sales
Dynamics 365 Project Service
Dynamics 365 Field Service, or

o have Dynamics 365 Enterprise license and want to use Customer Service

Workspace multi-session app without Omnichannel capabilities

Install Channel Integration Framework in your target environment. The following
documentation from Microsoft describes the steps which need to be carried out, in
addition a few screenshots help to guide the installation.

https://docs.microsoft.com/en-us/dynamics3é65/customer-service/channel-
integration-framework/get-channel-integration-framework
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1.1.2 Provision Omnichannel

This section applies to customers that use Omnichannel capabilities in Dynamics 365, have
Digital Messaging or Chat licenses and want to use Voice for D365 in a multi-session app,
like:

¢  Omnichannel for Customer Service
e Customer Service Workspace

To provision Omnichannel please follow the material provided by Microsoft:

https://docs.microsoft.com/en-
us/dynamics3é65/omnichannel/administrator/omnichannel-provision-license

1.2 Configure Azure app registration

For Voice for Dynamics 365 to work, an Azure App registration is needed for authentication
purposes. Giving access to your D365 though an Azure App registration does not consume
D365 licenses.

Configuring Azure App registrations is done by the following steps:

¢ Signin to Azure portal
(https://portal.azure.com) I %W WA | App registrations  #
e From the navigation menu, choose Azure ' @ ol
Active Directory and Application registration O e
. . B Preview features e e e
e Choose New Registration from top of the X Diagnose and saie protens S ey
pCIge Manage
All applications Owned ajf
an Users —_
& Groups A Start typing a display name}
8E External Identities
&b, Roles and administrators 5 applications found
Display name T
% Administrative units
# Enterprise applications E
[l Devices .
(& 1dentity Governance ﬂ
£l Application proxy

Figure 4 Create App Registration
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¢ Fillin a name, for example Voice for Dynamics roms > |
. . Register an application
365 for the app registration. K PP
e All the other settings can be left as default. Name

The user-facing display name for this application (this can be changed later).

Choose Register. || Voo for yrarmis 3] |:

Supported account types

Wwho can use this application or access this API?
I (®) Accounts in this organizatienal directory only (Oy PL-PRO Ltd enly - Single tenant) I

() Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O accounts in any organizational directory (Any Azure AD directory - Multitenant) and persona

(O Personal Microsoft accounts only

Help me choos

Redirect URI (optional)

We'll retum the authentication response to this URI after successfully authenticating the user. Pro
changed later, but 2 value is required for most authentication scenarios.

Select a platform | | eg. https;/fexample.com/auth

Register an app you're working on here. Integrate gallery apps and ather apps from outside your

By proceeding, you agree to the Microsoft Platform Policies ¢

Figure 5 Register an Application

e Once deployment is done, you should see a similar window than below:

Microsoft Azure R search resources, services, and docs (G+/)

Home >

i Voice for Dynamics 365 = - x

P Search (Ctrl+/) « i Delete @ endpoints [ Preview features

B overview
A Essentials

& Quickstart

Display name + Voice for Dynamics 365 Client credenti : add 2 certificate or secret
# Integration assistant i ) § X

Application (client) ID : 60c7836d-5fhe-437a-91de-fds7673fd2f2 Redirect URIs : Add 2 Redirect URI
Manage Object ID : de59abcc-51d2-4d08-b0f6-2b1bee6h3sd Application ID URI : Add an Application ID URI
& eranding Directory {tenant) I : 30ab371b-feea-49d5-2a37-8c2ec9adc26c Managed application in L., : Voice for Dynamics 365

D avthentcation Supported account types : My organization only

Certificates & secrets

%
@ Welcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Learn mare
Il Token configuration
2 APl permissions @ Storting June 30th, 2020 we wil no longer sdd any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provice technical support and security
updates but we will no longer provide feature updates. Applications will need to be upgraded te Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
@ Expose an API
BE App roles
Get Started  Documentation
2 Owners
£, Roles and administrators | Preview . .. . A . .
Build your application with the Microsoft identity platform
i anifest
) The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create
Support + Troubleshooting modern, standarcs-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more(]!
4 Troubleshooting
& Newsupport request ‘ g -
© m y
Y °
b &
ol - o ~ o

Figure 6 Registration done

© Enreach | Valimotie 13 A Helsinki | +358 40 450 3000 | www.enreach fi 8



@ enreach

Voice for Dynamics 365 by Enreach

V1.4

e App registration needs APl permissions to be
able to authenticate to your Dynamics 365
environment.

=3 Voice for Dynamics 365

P Search (Ctrl+/)

Choose API permissions from the navigation | i oveniew

panel

e Choose Add a permission
¢ Select Dynamics CRM from the pop-up window

& Quickstart

#" Integration assistant

Manage

B Branding

3 Authentication
Certificates & secrets

ill Token configuration

=~ APl permissions

i

Di

T

Sy

& Expose an AP

L App roles

G4

Figure 7 Select APl Permissions

- Voice for Dynamics 365 | APl permissions

| F Search (Ctrl+/)

‘«

B overview
& Quickstart

#" Integration assistant

Manage

B eranding

3 Authentication
Certificates & secrets

Il Token configuration

-2~ API permissions

@ Expose zn AP

. App roles

':_:' Refresh R'j Got feedback?

o The "Admin consent required” coly
or in arganizations where this app |

Configured permissions

Applications are authorized to call 4Pls
all the permissions the application need|

= Add a permission |~ Grant adr|

APl / Permissions name T
\

~ Microsoft Graph (1)

User.Read ]

Request API permissions

Programmatic access to much of the
functionality available through
theAzure portal

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

#% Dynamics 365 Business
W& Central

Programmatic access to data and

functionality in Cynamics 365 Business
Central

D Dynamics CRM

Access the capabilities of CRM businesd
software and ERP systems

( I Flow Service

Embed flow templates and manage
flows

;‘. Intune

Programmatic access to Intune data

Figure 8 APl permissions

e Tick user_impersonation selection and choose Add permissions
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Request API permissions

< All APIs
Dynamics CRM

https://admin.services.crm.dynamics.com/ Docs o

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

| B Start typing a permission to filter these results

0 The "Admin consent required” column shows the default value for an
permission, user, or app. This celumn may not reflect the value in your
mare

Permission

¢ Permissions (1)

user_impersonation (@
=
Access Common Data Service as organization users

Add permissions Discard

Figure 9 Add permissions

For authentication purposes, a client secret is needed.

Since Microsoft limits the expiration of secret keys created on the user interface to 2 years,
the client secret must be added using a script.

e Navigate to main properties of App Registration by clicking Overview on the left
¢ Copy the value of Object ID attribute to clipboard

Home » B Voice for Dynamics 365 = -
E.=~i VOice for Dynamics |/'-7 Search (Ctrl+/) ‘ < [i] Delete @ Endpoints [ Preview features

HE - Overview @ Got 2 second? We would love your feedback on Microsoft identity platform (praviously Azure Al

£ Search (Ctrl+/)

4 Integration assistant A Essentials
#  Overview Manage Display name : Vioice for Dynamics 365
Application (client) 1D : 60c7836d-51b8-4373-01de-fds7dy CoPy to clipboard

. EZ Branding
& Quickstart Object ID ¢ deSSabec-51d2-4d08-D0f6-2b 1bee6ib354[ 1)
3 Authentication

. . )
# Integration assistant Certificates & secrets

| . & Quickstart

Directory (tenant) 1D : 39ab371b-feea-49d5-aa37-8c2ec9a9c26¢

Supported account types : My organization only

Figure 10 Copy Object ID

e Replace OBJECT_ID in the following script with the copied value
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Connect-AzureAD
SstartDate = Get-Date

$SendDate = $startDate.AddYears (100)

$aadAppsecret0l = New-AzureADApplicationPasswordCredential
-ObjectId OBJECT ID
-CustomKeyIdentifier 'Voice'

-StartDate S$startDate
-EndDate $endDate

Write-Output $aadAppsecret0l

e Open Cloud Shell by clicking the icon on top menu bar

Microsoft Azure X2 Search resources, services, and docs (G+/)

Home

iz Voice for Dynamics 365 =

Figure 11 Open Cloud Shell

e Paste the script and hit Enter. A client secret is created with 100 years expiration.
e Save the secret key value into a secure place as it is not visible afterwards.

Powershell v | (b 2 & [ [ {} [b

PS /homeflaszlo> Connect-AzurelD

PS /home/laszlo> $startDate = Get-Date

PS /home/laszlo> % b Date.AddYears(10@)

PS /home/laszlo> $aadfppsecr ew-AzureADApplicationPasswordCredential -
PS /homeflaszlo> Write-Output $aadAppsecret8l

CustomKeyIdentifier :

EndDate : 12/28/2121 11:59:49 AM
KeyId

star‘tnate . 1')_!')0_!')1’1')1 11 «Ci. ACY AR

Value : 3HOWmTW 3wQHSTbPeBcmCiC3r8s1u7Xy 181 TcpHww 7k=

Figure 12 Run Script

Once secret key is created, send the following details to Enreach:

e secret key value
e application id
o directory id (from overview page)

Enreach will then deploy back-end components for integrations to work.
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After the Azure App registration is completed, next step is to Install Voice for Dynamics 365
package and set up an application user in Dynamics 365.

1.3 Install Voice for Dynamics 365 package to Dynamics 365 Instance

Install Voice for D365 managed package provided by Enreach and login to
appropriate Microsoft Dynamics 365 organization with System Administrator
credentials.

VoiceForD365Package contains the following:
¢ The package contains solutions with base entities, configuration data
and settings, links for the Azure apps/functions.

e Voice channel provider

o Multisession configuration data (session, notification templates) are to be
installed within the solution package automatically. Note: for the
Channel Integration Framework v2.0 only

1.3.1 The installation process for the customer’'s administrator

Incoming zip package should be
unpacked

Right-click on
DeploymentPackage.dll and verify
that the file is not blocked. If it is,
unblock and then apply.
Otherwise, might an error message
might occur during the
deployment (no solution found).
Then run PackageDeployer.exe
and go through the standard
wizard.

Wizard will guide the user through
all the needed steps for
installation.

DeploymentPackage.dll Properties

General Security Details Previous Versions

DeploymentPackage dil

Type of file Application extension (.dll)
Opens with Unknown application Change
Location C)\Dev Install\DeploymentPackage (5)\DeploymentPac
Size 135KB (13,824 bytes)
Size on disk 16.0 KB (16.384 bytes)
Created 01 June 2020, 16:52:34
Modified 11 June 2020, 17.39:38
Accessed 11 June 2020, 17:39:38
Attributes [:] Read-only D Hidden Advanced
Security This file came from another computell —,
and might be blocked to help protec 1] Unblock
this computer
Figure 12 Deployment Package properties
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M4 Package Deployer for Microsoft Dynamics CRM — X

Mg Microsoft Dynamics CRM

Package Deployer

The Package Deployer lets you package one or more CRM solutions, data, files, and custom
code operations together into a "package” that can be deployed to any CRM environment.
The Package Deployer also supports the upgrade of existing "package” deployments.

Please read and review the license agreement for this product.

Continue

Figure 13 Package Deployer Wizard

My Package Deployer for Microsoft Dynamics CRM - X

Connect to Microsoft Dynamics CRM

Deployment Type: ® On-premises Office 365

Server

Port [ UsessL
Authentication Source: | Active Directory ~

[C] Signin as current user

User Name
Password

Domain

[] Display list of available organizations

Figure 14 Insert your company information
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Myq Package Deployer for Microsoft Dynamics CRM — X
Connect to Microsoft Dynamics CRM

Deployment Type: On-premises (@) Office 365
[] signin as current user

Display list of available organizations

Show Advanced

Advanced

Online Region Europe, Middle East and Africa v
User Name your.email@company.com

Password ssesecee

Figure 15 Company information example

My Package Deplower for Micrasolt Dynamics CRM _ »

Connect to Microsoft Dynamics CRM

Bdultiphe CID5 Organizaticns. are avadable to you Fleste choose the CDS
Organization you would like to connect Bo.

CRM Eageon Dicjanization Mame

Eisape, Middle East and Adrica

Evwrospe, Middle East and Adrica Benomen
Eisope, Middle Bast and Africa Binfaimn
Ewope, Middle East and Alrica Benemen
Etarope, Middle Bast and Africa g
Ewrope, Middle East and Alrica g

Lagin Cancel

Figure16 Connect to Microsoft Dynamics CRM
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My Voice for D365 Customizations Setup for Microsoft Dynamics CRM - O X

Welcome to the Voice for D365 Customizations Setup Tool

;\."oice for D365 by Enreach Customizations and Settings
e ——

Voice for D365 by Enreach Deployment Package

- Voice for D365 Customizations solution will be installed

- Voice for D365 Configurator app will be created

- Voice for D365 channel provider will be created in Channel Integration Framework
- Voice for D365 configuration data will be added

Click Next to Continue

Previous Next

Figure 17 Voice for D365 Package

My Voice for D365 Customizations Setup for Microsoft Dynamics CRM — O *

Ready to Install
Solution Package : Voice for D365 Customizations

Organization : ungd74bf34e78674714afda9368f34bd

To make changes, click Previous. To install the solution package, click Next.

prﬂious

Figure 18 Ready to Install
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o

O 000000

Ay Voice for D365 Customizations Setup for Microsoft Dynamics CRM
Reading Voice for D365 Customizations Installer Configuration
Status: Ready
Organization : ungd74bf34e78674714afda9365134b4

View log file

Impaort configuration loaded.

Found 2 solutions.

Found the solution: Voice for D365 by Enreach, version: 1.1.7.7 (Managed)

1. Dependency Found : Dependency on solution ChannelAPlIntegrationFramework found on target environment
2. Dependency Found : Dependency on solution msdynce_AppCommon found on target environment

Found the solution: BeneVoice CIF2, version: 1.1.7.0 (Managed)

Found the detailed data to import.

Initializing 1 connection threads for detailed data import.

Previous

Next

Figure 19 Installer Configuration

o

Ay Voice for D365 Customizations Setup for Microsoft Dynamics CRM

Executing Install Actions

Status: Importing data files

Organization : ungd74bf34e78674714afda9365134b4

Skipping solution Voice for D365 by Enreach. Version 1.1.7.7 of the solution is already loaded.
Skipping solution BeneVoice CIF2. Version 1.1.7.0 of the solution is already loaded.
Pre-import process complete.

Running complex data import.

Parse Complete

Beginning Import To CRM.. Importing 5 entities - 37 records

Running Schema Validation

View log file

Previous

Next

Figure 20 Executing Install Actions
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Ay Voice for D365 Customizations Setup for Microsoft Dynamics CRM - O X

Installation Complete

Voice for D365 by Enreach Deployment Package

Import completed

Finish

Figure 21 Installation Complete

PLEASE NOTE: All future updates after the first installation are also done with the Package
Deployer / Wizard!

1.4 Configure application user in D365

Please complete Azure App registration before proceeding to configuring the application
user in Dynamics 365.

e Navigate to Power Platform admin center and signin as |5 el iibit i nli g
System Adminstrator _ B
e Click Environment on the top-left and select the
environment from the list. = s Envi
e Click Setftings on the top ribbon. | & Environments Mang
e Click Users + permissions, and then select Application |

users.
e Click New app user on top ribbon.

5 Resources ~ £03 Settings ™" Convd

¢ Click Add an app and select the application created in
chapter 1.2 Configure Azure app registration. /3 Users + permissions

Application users

© Enreach | Valimotie 13 A Helsinki | +358 40 450 3000 | www.enreach.fi 17
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e Select a Business Unit from the drop-down list. It is recommended to select the root
business unit.

e Click ¢ next to Security roles.

e Select Voice ApiUser role.

¢ Click Save to select the role.

¢ Click Create to create the application user.

1.5 Voice for D365 Configuration

Configuration settings are divided on the following parts

1.5.1 Channel Provider Configuration

1.5.1.1 Configuration for Channel Integration Framework 1.0

Open Dynamics and open Channel Integration Framework App:

« Published Apps (25)

lgl' -

Dynamics 365 —Benemen 2nd Line Support Benemen Sales BeneVoice Configurator Billing
_ . BeneVoice configuration settings

+ efa er for
1211 A . 1 Benemen '
[ wes | [ uraisieo inTereace | [ uniriep inTesace | | unirien inTerrace |
Channel Integration Fra... Customer Service Hub Customer Service worksp... Deployment
3ring you n ¢l els A focused, interactive experience for Multi-session Customer Service with OV

1 build rien with nag Productivity App for Outlook for enat

| unviFien inTerrace | | uniFiED INTERFACE | [ UNIFIED INTERFACE | [ uniriep inTerrace | [ UNIFIED INTERFACE |
Dynamics 365 Portals IT Suppert Numsi Operator Info Portal -

Figure 26 Channel Integration Framework App

This configuration is used for customers not using the multisession capabilities and do not
use Omnichannel licensing in their Dynamics 365 environment.

© Enreach | Valimotie 13 A Helsinki | +358 40 450 3000 | www.enreach fi 18
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ﬁ Channel Integration Framework

= %] Show Chart - New T Delete ~ () Refresh %) Emailalink  ~ & Flow v RunReport ~ €8 Excel Templates ~  E3 Export {
@ Home . .

Active Channel Providers v Y Quickfi
© Recent ~
/@ o d | Name T Channel Order Label Created On v

innes
benevoice 1 Bene Voice 12.11.2020 13.37

Channel Provider
Configuration

x Channel Praviders

Figure 27 Active Channel Providers

Channel Integration Framework

& Save @ Save&Close -+ New [0 Deactivate [i] Delete () Refresh G Emailalink 2 Flow ~ @B Word Templates Run Report

" benevoice
ent «  Channel Provider
e ~ Channel Provider Configuration
‘lr:'f;\:del’ Name *  benevoice Select Unified Interface Apps for the Channel Select the Roles for the Channel
Benemen Sales x | | Support x Benemen Basic X  Benemen Support x
annel Providers Label * " Bene Voice
Enter text here v Enter text here v
Channel URL *  https;//app-ben-webp... @

Enable Outbound

Communication Yes

Channel Qrder |

AP Version 10

Trusted Domain https://app-ben-webp... &

Custom Parameters —

Figure 28 Voice Channel Provider Configuration

Channel integration configuration record with settings is to be created with deployment
package during the installation but needs to fill in access-based settings:

e Select which Apps and User Roles will have access to the channel provider.
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See more about Channel Integration Framework configuration:

https://docs.microsoft.com/en-us/dynamics3é65/customer-service/channel-integration-
framework/configure-channel-provider-channel-integration-framework

1.5.1.2 Configuration for Channel Integration Framework 2.0

Channel configuration for CIF2 is maintained by the Deployment Package. However, the
channel itself must be added to an Application Profile.

To doif,

- Signin to the Power Apps portal.

- In top-righ corner, select the environment you are adding the channel to.

- Select Apps on the left menu.

- Select the ellipses next to Omnichannel for Customer Service or Customer Service
workspace.

- On the menu that appears, select App profile manager.

- Select App profiles on the left menu, and then select your app profile (or create a
new one if you don’t have any custom app profile yet).

- On the app profile select the Channels tab.

i3I Power Apps | App profile manager

—+ Mew profile A, Assign users

fnt Home . .
Voice for Dynamics 365 by Enreach
= A rofiles ) . . )
& PP P Customize the user experience of this profile. Learn mare
QY  Customer Service w... v
General Session templates Productivity pane Inbox

Iﬁ! Omnichannel Admin..

Omnichannel for Customer Service Voice channel providers

If this is turned on, every channel you have set up in Omnichannel for Customer Add a independent voice channel to this app profile. Learn more

Service will be included in this app profile. Learm more

-+ Add channel providers

All active channels m On

- Click Add channel providers.

Voice channel providers

- |n ‘I'he Seorch bOX, 'I'ype “voice”' Add a independent voice channel to this app profile. Learn more
- From search results, select Voice for
Dynamics 365 by Enreach. [ voicd X

Voice for Dynamics 365 by Enreach

» Create a new channel
provider in Unified Interface
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1.5.2 Users
1.5.2.1 Update enreach Cloud User ID

Open Voice Configurator App

—+ CreatenewApp (D Refresh  ©

~Published Apps (15)

Customer Service Hub Customer Service worksp...

Multi-session Customer Service with Provid to Dy
ols

Dynamics 365 —Benemen Channel Integration Fra... CRM Hub Dynamics 365 App for O... Project Resource Hub
Mobile app that p 5
fur

Project Resurce Hub Module

MicosoftDynamics
'UNIFIED INTERFACE

Sales Team Member Solution Health Hub Voice of the Customer

Project Service Resource Scheduling Sales Hub

Project Service Automation Pr cess to the Resource. Team Member access to the Solution Health Hub enables rules-
on based validation on the health of

Application solutio

MicrosoftDynamics

Figure 29 Voice Configurator App

Changing any of the followings automatically triggers Enreach user ID update:

e Setting Enreach Cloud User Email
e Assigning Voice User role

User IDs can be updated manually as well:

¢ Navigate to Users Settings and choose Update Enreach User Ids —button (at the top
of the page)
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Voice for D365 Configurator

= 3 (%] Show Chart {3 O Refresh EZl Email

i Enreach Users

(5} Recent N

% Pinned y () &  FullName T~ Business Un

Configuration # AlBuilder StructuredML_Prod _CDS Benemen [

4 General Settings # AlBuilderProd Benemen [
(1 =z

Callbacks # azureadmin Benamen [

Figure 30 Update Enreach User Ids

e  Wait couple of seconds and Enreach User Ids should appear on the user list for the
users that have same email address than in Enreach Cloud.

SANDBOX ¢+~

& | B ShowChart {3 Update Enreach User L. () Refresh [%) Emailalink | ~ 2 Flow ~ [ RunReport “ 6 Excel Templates ~ B ExporttoExcel | ~ @1 Import from Excel | v B Createview |
Enreach Users ~ M@ 7 | Search this vig
'O agb Full Name v Business Unit ¥ Title v Main Phone ¥ Enreach Cloud User Email ¥
BeneVoice ApiUser Benemen Dev fbcA23f5-74f9-e911-8020-00505689. .
Patrik Vaskivuori Benemen Dev QA Specialist a0c957dlc-0051-e711-80c9-0050568...  abigail.dickens@domain.com
Olli Kojonen Benemen Dev 724f2824-034f-2911-80cd4-0050568. webrtc.user1@domain.com
gor Shevchenko Benemen Dev 2a3b5779-15ef-6911-80de-0050568...

Figure 31 Enreach Cloud User Id

=)

e Afterupdating theids, if some user [, o H save

is missing the Enreach User id, then
you need to manually update the Ef:”k Vaskivuori - saved
correct Enreach Cloud Email to

Enreach User Email field on the
user record:

Save & Close T New "5 Connect

Voice for D365 Settings  Related

Enreach Cloud User

o Enreach User Id — unique y a0c957dc-0051-6711-80¢9-00505689257¢
identifier of the user in Enreach Cloud User bicaildick _
P abigail.dickens@domain.com
Enreach Cloud Figure 6 User record Voice for Dynamics 365 settings
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o Enreach User Email (optional) - should be filled in if email user in D365 differ
from Enreach Cloud

1.5.2.2 Assign users to Application Profile (CIF2)

After creating the Application Profile and Channel Provider in PowerApps Portal
according to Microsoft’s instructions (see chapter 1.5.1.2 Configuration for Channel
Integration Framework 2.0), users who will be authorized to use the phone widget need to
be assigned to the newly created Application Profile.

To do this, click Assign Users on the top menu on Application Profile editor.

A view will open in Dynamics Unified Interface. Click Add Existing User and select the user(s)
to be added

- Mew profile ~, Assign users

Voice

Customize the user experience of this profile. Learn more

BeneVoice
App profile - Users -

General Related

Users @ Add Existing User
& | Full Name T ~~ Site Business Unit Title ~
Dev One --- benepoctt ---

1.5.3 Phonecall sync settings (Enterprise Calls)

Phone Call Synchronization settings are in General Settings -> Phone Call sync settings
view:
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ﬁ Voice for D365 Configurator O Search

= ¢ | EdshowChart -+ New [0 Delete | v () Refresh [ Emailalink | 2 Flow ~ [ RunReport “ B Excel Templates ~ @ Exporttobxcel | v [

G o Phone Call Sync Settings

(® Recent v

P r— " O MName 1w Value v Description

Configuration CallStartMargin 15 wvalue in seconds, used to set range of searching existing phone call

I {3 General Settings DefaultCrmAssignes fbcd23f5-74f9-e911-80e0-00505689257e bene user id, which is set as owner of phone call, in case bene user

8 Users Settings EnableAudit True bool value, which defines either to set in BenemenApiAudit field of|

Callbacks EnableMultipleMatchCreate True bool value, which defines if service calls should be created when m

& Callback Profiles Executionlnterval 120 value in minutes, which is taken from execution start and set into s

{3 Callback Lists ncomingDirectCallSubject Incoming direct call string value, defines subject of direct phone call.

B Queues ncomingQueueCallsubject Incoming queue call string value, defines subject for service phone calls

Smart Routing MultipleMatchPhoneCallStatus 1 int value, which should exist as status reason value of phene call in

£ Enreach Queues OutgoingDirectCallSubject Outgoing direct call string value. subject for outgoing phone calls.

Channels ProcessDirectCalls True bool value, defines weather direct answered calls should be retrievy

32 Channel Providers ProcessServiceCalls False bool value, defines weather service answered calls should be retrie
ProcessServiceCallsUnanswered False bool value, defines weather service unanswered calls should be ret:
RuninDebugMode False bool value. When set true, start date of phone calls retrieved from

Figure 33 Phonecall Sync Settings

= < [ Save J Save & Close T New [‘& Deactivate ]E Delete O Refresh
Home .
e DefaultCrmAssignee - saved
(© Recent v Voice for D365 Setting
5 Pinned v General Related
Configuration
& Name *  DefaultCrmAssignee
I 40 General Settings
8 Users Settings & Group Name PhoneCallSync
Callbacks Value fbcd23f5-74f9-911-80e0-00505689257e
¢} Callback Profiles Long Value dynamics.apiuser@qas01.test
{3 Callback Lists
[, Queues = Description bene user id, which is set as owner of phone call, in case bene user was not

Figure 34 DefaultCRMAssignee

e CallDurationLimit - Minimum duration of calls (in seconds). If the duration of a call is below
this limit then the call is not synchronised to Dynamics.
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¢ CadliStartMargin - value in seconds, used to set a range of searching existing phone
calls, to avoid creating duplicates.

o DefaultCrmAssignee - Enreach user id, which is set as the owner of a phone call, in
case user Enreach user was not found in D365. Current value e.q. flbc423f5-74f9-
e€911-80e0-...

The value can be any Enreach user id chosen by the customer organization.

e EnableAudit - boolean value, which defines to set in Enreach Api Audit field of a
phone callin D365. In case it is false, the field will be set as Callld is {Enreach callid},
in other cases, all the values retrieved from the Enreach regarding this phone call
will be set.

¢ EnableMultipleMatchCreate - boolean value, which defines if service calls should
be created when multiple contacts/accounts/leads found.

e Executioninterval - value in minutes, which is taken from execution start and set into
start date for phone calls retrieval from Enreach API.

¢ IncomingDirectCallSubject - string value, defines the subject of a direct phone call.

¢ IncomingQueueCallSubject - string value, defines the subject for service phone
calls.

¢ MultipleMatchPhoneCallStatus - int value, which should exist as status reason value
of phone call in D365. Set when multiple contacts/leads/accounts found and
EnableMultipleMatchCreate is true.

e NumbersToCut - int value, defines the number of characters to be cut off from the
start of the phone number, before searching in D365.

¢ OutgoingDirectCallSubject - string value, subject for outgoing phone calls.

e ProcessDirectCalls - boolean value, defines whether direct answered calls should
be refrieved and processed.

e ProcessServiceCalls - boolean value, defines weather service answered calls
should be retrieved and processed.

e ProcessServiceCallsUnanswered - boolean value, defines weather service
unanswered calls should be retrieved and processed.

¢ RuninDebugMode- boolean value. When set frue, the start date of phone calls
retrieved from Enreach APl is execution date - 45 days and the end date is now.

¢ MultipleMatchesPickFirst — Boolean value, default: False. When set to tfrue, the first
account or contact is picked by Enterprise Call Sync and Callback Sync, if multiple
accounts/contacts found. This way calls created by back-end synchronization will
more likely point to an actual customer.

Phone call synchronization Azure WebJob runs continuously. After executing the business
logic, it sleeps for 60 seconds. It means that in practice synchronization runs nearly every
minute.

Important to note that to make call synchronization work, DefaultCrmAssignee setting must
be set properly (see in the list above).
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When synchronizing phone calls, the following fields are set based on the identity of the
user who made or answered the call within the organization:

- Owner
- Activity party (Call From/Call To, based on call direction)

If the user who made the phone callis not a Dynamics user, a fallback (default) user is set
to the fields above. The value of DefaultCrmAssignee setting determines this fallback user.

The value of this setting must be the Enreach Id (NOT Dynamics CRM Id) of the fallback
user. It can be any user with an Enreach Id - either a real or a technical user. To avoid any
confusion to the users (because of a different user appearing on a call than who actually
made that call) it is recommended to set the |d of APl user (or any other technical user):

- Open Voice for D365 Configurator app

- Navigate to User Settings

- From the list, find your APl user (see 1.2 Configure Azure app registration)

- Open the user record and set the Enreach email of APl user to Enreach Cloud User
Email (e.g. mycompany.apiuser@mycompany.com). Enreach support can help
you to have this value.

- After saving the record, Enreach Cloud User Id of the user gets populated

- Copy theid

- Navigate to General Settings -> Phone call Sync Settings -> DefaultCrmAssigneet

- Paste the id to Value field and save the record

At night, between 10:00PM and 11:30PM UTC a so-called retroactive call synchronization
is carried out. The exact time of execution is picked randomly to avoid overloading the
back-end infrastructure by executing simultaneously for multiple environments.

Retroactive sync retrieves all calls from Enreach APl wich were made in the past 24 hours.
Then tries to create the calls in CRM. As a result, if a user adds a contact or account with
identical phone number to CRM after the call was made but before retroactive sync kicks
in, such calls will be synced at night.

Note: Users mobile number needs to be saved to User form in Dynamics 365 for all users
that are going to need their phonecalls to be synced from mobile to Dynamics 365. By
default calls that are classified as Work calls (Call information Privacy setting in Voice
Center side) are synchronized. Unclassified and Private calls are not Synced to D365.
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1.5.4 Callbacks
Callbacks can be configured only after you get a confirmation from Enreach.

Callbacks are synchronized from Enreach API infto Dynamics 365 by an Azure WebJob,
hosted in Enreach’s Microsoft Azure tenant, maintained by Enreach. Application retrieves
callback requests from Enreach API, transforms data into corresponding D365 format,
maps to D365 contact/account/lead, and creates corresponding phone call records in
D365.

Callback synchronization Azure WebJob runs confinuously, similarly to call
synchrnonization. After executing the business logic, it sleeps for 60 seconds. It means that
in practice synchronization runs nearly every minute.

Callback functionality can be configured for organizations that receive callback requests
e.g. for Sales or Customer Service purposes to reconnect with the customer at a more
suitable time.

1.5.4.1 Basic configuration

By going to General Settings area within Voice for D365 Configurator app and selecting
Callback Sync Settings view, the default subject of callback request phone call activities
can be adjusted by amending the value of CallbackRequestDefaultSubject setting.

ﬁ Voice for D365 Configurator O Search
= LS B Show Chart = New ]E[ Delete | e O Refresh Bz Email a Link hd
i Home "
I Callback Sync Settlngslx
@ Recent R
<% Pinned o O Name T ~ Value ¥

Configuration I CallbackRequestDefaultSubject I Callback Reguest

@ Generzl Settings

Besides the global setting, a subject can be specified on callback profile-level as well
(see below), which overrides the global setting.

To configure callbacks in Dynamics 365, at least one callback profile needs to be added
with the following (example) settings:
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Voice for D365 Configurator

= < [ Save @ Save & Close F New [
Home .
e Default Callback Setting+ - unsaved
(X} Recent " Callback Profiles
57 Pinned ~ General Related
Configuration
Name *  Default Callback Setting+
6t General Settings
R, Users Settings Callback List * 42 Dynamics Benemendev List
Callbacks Queue * Bl Test Queue
| & Callback Profiles Age Time Unit Minutes
92 Callback Lists
Callback Age 10
B Queues
Ownership Rule * APl User
Smart Routing
Phone Call Subject Callback
4% Enreach Queues ! aiibac

Figure 35 Callback Profile Example Settings

e Cadllback List: lookup to a virtual entity, which is retrieved from Enreach API.
¢ Queve:lookup to OOB D365 entity Queue. Defines to which queue callbacks should
be assigned to.
e Ownership Rule: confrols how callback requests are assigned to users:
o APl User: callback requests will be owned by the APl user (application user)
o Owner of Queue: owner of callback requests will be identical fo owner of
target queue
¢ Phone Call Subject: the subject set to phone calls created by the integration. It can
optionally be specified here, on callback profile level. If no value is given here then
the global setfting is used (see above).
¢ Duplicate Handling Rule: specifies how multiple callback requests from the same
number are handled
o Bundle calls: All callback requests are synced to Dynamics. If at the same
fime more than one open callback requests exist, the calls are linked to each
other and can be seen on Phone Call form.
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o Ignore additional calls: Additional callback requests from the same number
within the same call queue are ignored, only one callback request is created
in Dynamics

¢ Synchronization method: See chapter 1.5.4.1 Synchronization methods.

e Age Time Unit: A unit of the time-period, can be Days, Hours or Minutes. Controls the
size of fime window when querying callbacks from Enreach API. Visible in case of
certain synchronization methods only. See chapter 1.5.4.1 Synchronization
methods.

e Cadllback Age: Number value of defined periods in the previous field. Visible in case
of certain synchronization methods only. See chapter 1.5.4.1 Synchronization
methods.

All active callback profiles will be proceeded during execution of the callback
synchronization job.

Global callback settings configurable within Voice for D365 Configurator app's General
Settings -> Callback Sync Settings:

o CallbackRequestDefaultSubject: Default subject of callback requests. Can be
amended freely
o CallbackRequestRecipientRule: Defines if the recipient (“to” field) of callback
requests should be the referenced queue or the owner of that queue. Valid
values:
o QueueOwner: “to” field points to the owner of queue
o Any other value: “to” field points to the queue referenced by the callback
profile

1.5.4.1 Synchronization methods

Callback integration supports two ways to bring callbacks to Dynamics: polling
(Dynamics reaches out to Enreach APl on a regular basis to fetch callbacks) and
webhook (Enreach APl pushes callbacks right after creation).

Synchronization Method field of callback
. Synchronisation *
profile controls how the callbacks are Method Webhook
getting synchronized. Polling
epnoog
e Polling: Dynamics fetches Webhook backed with polling

callbacks from Enreach APl every
minute. The age of callbacks retrieved is specified by Age Time Unit and Callback
Age fields.

e Webhook: Enreach API pushes callbacks to the webhook listener web service of
Voice for Dynamics 365. Provides more efficient operation in case of large number
of callbacks.
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¢ Webhook backed with polling: Same as webhook, but polling on a regular basis is
also active as a backup. If callbacks are for any reason left behind by webhook
sync, the service executed on a regular basis will still synchronize those.

Setting up polling sync

This section applies to synchronization methods Polling and Webhook backed with polling.

The value of Age Time Unit and Callback Age have an influence on performance; the
wider the time window, the more data the component will have to handle on each
execution. Callback synchronization is friggered every minute, therefore, in a production
environment (where it is likely to have more calls) doesn’'t make sense to set the value to
more than one hour. In QA and DEV environments it may be longer, several hours or even
days.

Callback Synchronizer service caches the settings, refreshing the cached data every 60
minutes. It means that any change to callback configuration (activating-deactivating
callback profiles, creating new ones, amending any detail) will take place at the next
refresh (within max. 60 minutes).

No other actions are needed to set up polling sync. After the callback profile has been
created and the service picked up the new settings, synchronization starts automatically.

Setting up webhook sync

Webhook synchronization is not enabled on the back-end services by default. To make
webhook sync work, additional actions must be taken by Enreach staff to configure
integration through webhook listener.

If you would like to utilize this synchronization method, please contact Enreach support.

1.5.5 Dynamics 365 apply Phone call form

Voice for D365 — Phone Call form should be chosen as the main form for the Phone Call
entity. Please consider if your organization has done customizations to the phone call
forms.

¢ Navigate to customize the Unified Interface App (one or many) that your
organization uses in your Dynamics 365 environment.
e Openin App Designer (click the three dots on the right-side corner of the App)
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Support

Support [—1 OPEN IN APP DESIGNER 3 C

o2 MANAGE ROLES e
=

|£I|-E
Default Publisher for benemen
11/15/2020 Dynamics 365 Zap Obje

UNIFIED INTERFACE UNIFIED INTERFACE [ UNIFIED)

Figure 36 Open in App Designer

e Add Phone Call table to the list of pages, if it is not already included
e Change the Main form to Voice for D365 — Phone Call
e Include Quick View and Quick Create Forms to the app solution.

Phone Calls forms

Pooe sss SANDBOX ©

CORE . In this app
= € Save Mark Complete ' Save & Close %2 Flow
Navigation @ Hox
ame New Phone Call - Uncaved Normal -  Dpen Laszlo Pénzes
1= MyWork ® Recent s Phone Call - Voice for D365 - Phone Call Priori Due | Staous -
Bl Activities view 5 Pinned v Phone Call
[ Activities form My Work
- Regarding General Information
% Dashboards Bl Activities
G, Phane Calls view 2 Dashboards
[ Phone Calls form |% Phone calls
Call From 8 Laszlé Pénzes
Description
Customers P
= GllTo
8 Accounts
ountsform T
R A Contocts Phene Number = the Agent Conta 2y
A, Contacts view %
B Grirsyom Directio Outgoing
Sh
All other pages Phone Call Details
Actual Start =)

Figure 37 Change the forms to Voice - Phone Call

e Save and Publish
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1.5.6 Dynamics 365 Click-to-Dial configuration

Click-to-Dial gives the possibility to make a phone call directly by clicking a button in
Dynamics 365 Phone number /mobile number field.

Customize the forms where you want to enable the Click2Dial functionality for the phone
number fields:

¢ Go to form customizations, then target form

e Select the field properties for the field.

e Choose Controls tab and add a new control, choose Channel Communication
Control.

e Select the radio buttons to Channel Communication Control

3 Form: Contact - Google Chrome - m} X

@ benemen.crm4.dynamics.com/main.aspx?pagetype=formeditor&appSolutionld=%7b9FA5955C-533D-E811-A954-000D3A206976%7d8&etc=28&extrags=form...

Field Properties

Modify this field's properties.

Display = Formatting Details ~ Events Business Rules  Controls

Control Web Phone Tablet
Text Box (defaulty O O O
Channel Communication Control (O] @ O]

Add Contral...

Select or add a custom control to see its configuration.

Cancel

Figure 38 Channel Communication Control
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¢ Do the same steps for all the phone fields you want to enable.

1.6. Smart Routing in Voice for Dynamics 365

There are multiple ways to enable smart routing for Voice for Dynamics 365. Smart Routing
setup is always dependant on the specific customer needs and use case scenarios. The
best way to plan the smart routing setup is to consult both Enreach deployment team and
the Dynamics 365 Integrator partner before the deployment & configuration of Voice for
Dynamics 365. In this configuration guide we present the REST APl based model for smart
routing.

By utilizing Smart Routing capabilities, calls arriving to a voice pool can be redirected to
another pool or to a certain agent, based on data in Dynamics 365. For example if the call
is coming from a number which is — either directly or indirectly — related to a VIP customer
then the call can be redirected to a queue dedicated to such customers.

The following steps have to be carried out by the Dynamics 365 integrator partner to set
up Smart Routing:

Create a JSON REST API, e.g.
o MS Flow with “When a HTTP request is received” trigger
o Azure Function App
o Azure App Service with a REST API
- Receive the data in the API (see below)
- Query Dynamics CRM database according to business needs
- Based on the queried data, return a response to redirect the caller (see below)
- Send the URL of your webhook and authentication key to Enreach, together with
the queue(s) where this functionality is needed. Enreach will then set up the
qgueue to call the web hook.

The whole mechanism is visualized on the following diagram:
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Implemented in customer's

own tenant

Enreach Cloud MS Flow Dynamics CRM

makes a phone call
p s calls webhook over HTTP

queries data from CRM

Exegputes business
logik to determine
arget queue

Returns message to redirect
caller to target queus
Call ringing in target queue

________________|
__________________I

1.6.1 Receiving data

The API has to accept data in JSON format according to the following schema:

{
"type": "object",
"properties”: {
"anum": {
"type": "string"
¥
"bnum": {
"type": "string"
}
}
}

Example payload:

{
"anum": "+35850454564", // phone number of caller

"bnum": "+35840675644" // phone number of pool the call is in at the moment
}

Business logic will then find the caller in Dynamics CRM based anum and determine the
needed action. Phone numbers have to be saved to CRM in the correct format, with no
spaces or other characters, and starting with international calling prefix (plus sign). If phone
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numbers happen to be saved to CRM in local format then by removing first few (3-4)
characters of anum, the rest can be matched to CRM data using contains comparison.

1.6.2 Authentication

Besides the payload, Enreach Cloud is sending an Xx-Benemen-APIKey HTTP header as a
means of authentication. The APl key must be validated by the business logic and return
HTTP 401 Unauthorized if doesn’t match.

1.6.3 Redirecting the call

When the phone number of target queue has
been determined by the business logic, it is
returned as an HTTP response.

@

When a HTTP request is received

Authenticate

Example payload:

N

{

E D

—t

@

"InitialTarget": "+35853445657", // phone ¥y Initialize InitTarget variable
number of target queue or agent

¥ J

©)

. o X Initialize HttpResponseCode variable
Things to notice: )

- If noredirection has to be done (e.g. he
customer not found) then HTTP 204 No

Content response must be refurned

@

{.‘&} Initialize Classification variable

N
- Returning the same bnum from the -
", . . @ Search contact @
request as InitialTarget is forbidden
because it would cause an infinite loop in d
Enreach F:Ioud. In such a case returning terate contacte
HTTP 204 is recommended.
N
Response ®
The implementation of a Power Automate flow
can be seen on the screnshot as an example. Figure 39 Example Power Automate flow

1.6.4 Useful links to technical documentation for Smart Routing scenarios

More detailed fechnical documentation for developer needs:

https://benemen.atlassian.net/wiki/spaces/PD/pages/1215791782/SmartRouting+HTT
P+Integrator+Guide
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Azure function App example:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-serverless-

api

1.7. Omnichannel user presence integration

If the Dynamics environment is running
Omnichannel (user status feature is available as in
the upper right screenshot), which uses Unified
Routing engine to distribute work items to the user, it
is essential to keep user status of Omnichannel and
Web Phone in sync. If the status of user becomes Do
not Disturb — either because of reaching maximum
capacity or the user manually changed the status —
. the system automatically blocks incoming calls by
setting the user DND in Web Phone as well.

Available

Direct calls, receive pool calls

There are two basic use cases regarding this feature:

- User status gets changed when a callis not in
- User status is changed by call events

progress

When user status is changed when not in a call, status is mirrored between Omnichannel
and Web Phone according to the following mappings:

OC state Web Phone state
AVAILABLE Available (0)
BUSY Busy (1)

BUSY_DO_NOT_DISTURB | DND (2)

OFFLINE OffWork (3)

AWAY Away (5)

When the agent is receiving or making a call, Omnichannel status is se to Do not Disturb,
to prevent Unified Routing from distributing any work item to the user during a call.
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When the call ends, Omnichannel status is reset to the value which was active right before
the call.

The feature is implemented within the following built-in JavaScript plugins:

Plugin Event Purpose

Enreach.Plugins.Handle OCPresenceChange onPresenceChange Mirrors OC presence to WebRTC

Enreach.Plugins.HandleWebRTCPresenceChange | user-status-changed | Mirrors WebRTC presence to OC

Enreach.Plugins.OCPresenceDND call-incoming Saves the value of current OC presence, then
changes OC presence to DND

call-answered

call-started

Enreach.Plugins.OCPresenceReset call-ended Resets OC presence to the saved value

All the plugins above are deployed automatically to the system and are by default
enabled, no need to configure the feature in any way.

1.8. Test Voice for Dynamics 365 functionality

If everything was set up correctly, you should see the Voice for Dynamics 365 sidebar in
the configured applications. Inbound& outbound calls, automatic phone call activity
creation, Click-toDial and callback handling (if configured) are now available for the end
users.
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Figure 40 Voice for Dynamics 365, Customer Service Workspace (CIF2) (On the left side of Dynamics 365 Ul)
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Figure 41 Voice for Dynamics 365 Model Driven App (CIF1) (on the right side of Dynamics 365 Ul)
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